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TSoC Snapshot:

Scope, Participants, & Supporters

*

consecutive years
The State of Cybersecurity

* Since 2020

* Vendor independent

* Understanding Cybersecurity Challenges, Trends, & Strategies
By Professionals of Private and Public Sector

* University, Tech Media, and Experts Supported




*

other 11010 employees

%
Let’s meet 2% 17%

the participants

over 500 employees
32.7%

11to 50 employees
13.3%

248
participants

e 2024: - 43.25% participants than 2023
* Well-distributed sample across company sizes

* Focused audience for accuracy

2571to 500 employees 51to 250 employees

8.9% 31.5%



* 0.00 10.00 20.00 0.00 5.00 10.00 15.00

2177 Texvohoyia MANPOQOPIKNG
Tpamelikoc / XpnUATOOIKOVOULKOC

16.94 AMo (Mapakahw ONUEWWOTE)
153 Anpoatog Topgag / Opyaviopog
Navtilia

14.92 TNAETIKOWVWVIES

IT Administrator

IT Security

CIO

IT Consultant / Partner / Reseller

Eumopto / Alavikn / E-commerce

IT Network - 968 KataoKeuaoTikog
CISO - 766 Exmaidevon
Metagpopec / Logistics

CEO - 5.24 Touplopog / dogevia / Eotiaon / Ataokedaon
Developer - 5.24 Evepyela
| Yysia/Dpovtida vyeiac

Analyst . 3.23 Job Titles Software House / Development

* Industry experts
* Balanced by expertise and interest
* Proportionally distributed, with increased IT representation.




NMwg petaBAndnke o mpoiimoAoyiopog acpaleiag IT (cyber-
Cyber-Budget budget) Tn¢ stapeiag oac Toug MPONYoUHEVOUC 12 HNVEC;

Aev yvwpiw [ AvEnenke
yuppikvadnke [l Napapévet o i10¢

Agv yvwpilw
6%

Napapgvel o 1810¢

37%
“Cyber budgets are increasing annually
across more companies, indicating a
continued need for further growth.” AVERBNKE
52%
T0PPIKVAIBNKE

5%



Xk

AVTILETWITIOE N ETALPELA 0AC KATTola KUBEpvo-ameiAn n mapapiaon
AoPAAELTC GTOV KUBEPVOXWPO 1N GTO HNXAVOYPUPIKO TNE CUCTNCL;

Aev yvwpidw | .
49 NAI, XwplG CUVETIEIEC

18.2% 2024 2023
NAI, PE GUVETIELEC ............ 3.63% 6.41%

2024 2023
NAI, YwpIC OLVETTELEC 18.01% 21.41%

OXI, 8ev £tuye

27.3% ,
NAI, L€ OLVETTEIEC

4%

"The decreasing in reports of cyberattacks
suggests fewer companies are facing them,
indicating significantly stronger defenses.

Or not?"

OXI, ppovTilel n eTAIPELQ TNV AGPAAELN TWV CLCTNHATWY
46.5%



New Questions

Me 11010V TPOTIO N ETALPELN G6aC TTPOAAUBAVEL Hiat KUBEPVO- € TIEPUTTWGH OTTOL A KUBEPVO-EMIOEGN Elval O
areiAn N mapapiaon acPpaleiag 6Tov KUBEPVOXWPO; eE€MEN, ME TTOLOV TPOTTO AVTILETWITI{ETAL ATTO TNV
(EmiAsEte 0Aa ooa ioyuouv) ETALPELN OAC;
Prevention Response
Firewall Security 100% Incident Response Retainer 100%
Patching / Updating Aoylopikwy 91.1%
Business Continuity 98.8%
Email Security 85%
Penetration Testing M.7% Forensics 48.8%
Vulnerability Management 70.4% Blue Teaming 24,49
EDR 61.5%
Cyber Range 8.1%
SOC 491%

SOAR 16.8% Attack Simulation 7%



2€ 0G0 Slaotnpa OswpElte OTL N sTAlpEla prmopet va sivat full

operational peta amo pua peyaing KAlpakac Kupepvo-smodson;

2024 vs 2023 “Increased investment in

Atyotepo armo pia gRSopC 38.71% 27.69%

Atyotepo armo 1 pnva 18.15% 14.19%
Ao 1 £w¢ 3 pnveg 8.01%
Mavw amo 3 Pnveg : 6.86%

Incident Response Retainers

may lead to improved recovery times.”




X

Moot mapayovtec pmodi{ouv TNV EMYEIPNON 0AC VA OLKOSOUNOEL
£va oAoKANPwHEVO TTAAvo KuBepvo-acpalelag; (2 emAoyec)

0.00 20.00 40.00

EMen E€I8IKELIEVOL TTPOCWTTIKOL ) KAL UTTOCTEAEXWON TOL TUNHATOC TTANPOPOPIKNG 54.03
EANeWn XpNHATOOIKOVOUIKWY TIOPWV

EMeWn ekmatdsuong Tou mpoowrTKov

EAeWn og BACIKECG LTTOSONEC / CLOTNUATA ACPAAELAG

EMewpn a§lomotwv cuvepyatwv/3rd party cybersecurity providers

H Atoiknon tn¢ tatpeiac dev avtipe twmlel TIC KBEPVOAMEINEG WE CNUAVTIKI ATTEWN

2024 vs 2023
YrmooteAexwaon 54.03% 43,711%

Cyber - Budget 43.15% 32.95%
Ekmai&svaon Tov TpoowITiKou 34.68% 30.66%




Xk

[Molot TUTTOL KIVEUVWV AITAGY0AOUV TIEPIGGOTEPO TNV

acPaleld TNG EMYEIPNONG 6aG; (2 EMAOYEC) ;
Business email compromise (BEC) /social engineering-related threats (Phishing)
Compromised Endpoints (Ransomware / Data exfiltration)

Compromised employee credentials

Network Cyber-attacks

Web — API attacks

Identity Access Management

Denial of services / Distributed Denial of services
Bring your own device (BYOD) system attacks

|OT Security

o

0 20.00

2024
"Phishing and Compromised Endpoints Identity Access Management ..... 16.53%
remain high, while loT security remains Network Cyber-attacks ..... 23.39%
Compromised employee credentials ..... 23.79%

at low levels for yet another year.”
Compromised Endpoints ..... 33.87%

VS

40.00

2023
4.58%
18.54%
16.02%
18.76%



Mola onpeta 16o0dov oto SiKTuo / CLUCTNATA TNC
EMYEIPNONG 00 OEWPEITE MO EVAAWTA; (2 EMAOYEC)

20.00 40.00 60.00

- e

Portable storage d including USBS) _ 23l Mobile devices/Laptops ... 56.06%
r Vi In In | .
SRR TR I Portable storage devices ... 29.06%

Cloud systems - 2218 Web server ... 20.82%

Web server - 1774 Cloud systems ... 19.22%

. 2 APIs ... 17.34%

loT devices - 1210
n
Intranet server . 8.06 2024 | Cloud Systems

continue to grow annually.”
Routers . 8.06




Xk

Moleg sivat ot HEYAAUTEPEC TTPOKANGELC AGPAAELAC TTOU
avtipetwmi{ste oto cloud; (EmMA£ETe OAa 0oa LloXUOULV)

H opatotnta Kat Slayeipton Twv uaiodnTwy MPOCWITIKWY SESOPEVWV

O EVTOMIOHOC KAl N AVTILETWITION TTEPIOTATIKWY AOPAAELQC

H opatotnta kat Stayeipion twv cloud gpyaAeiwv

Aev sival Eekabapo av TANPoLVTAL 0L KAVOVIOHOL CUHHOPPWONG armo Toug cloud providers

H emevbuon otnv VPN EEEIBIKEVHEVWVY TEXVIKWV Kal EPYAAElwV aoPAAelag yia cloud LTOSOEC
H xpnon pn €EovotoS0TNUEVWV KAl N TIPOCTATEVHEVWY ATTO TNV £TAIPEla EpYAAsiwv cloud

Aev yvwpilw

2023
O EVTOMIOMOC KAl I AVTLPETWTTLON TIEPLOTATIKWY AGPAAELAC ..... 30.43%

H Slaxelplon twv ualodnTwy MPOCWITIKWY SESOUEVWV ..... 17.62%
H Slaxelplon twv cloud gpyaieiwy ..... 14.42%
Agv yvwpllw av MANPol TOLC KAVOVIGHOUE GUHHOPPWONG

I 2097
) 1452

2024



Xk

€ 11010 £160¢ aspalsiac n Avon Oa emevduate yia KAAUTEPN
kaAvyn otov topeatng Cybersecurity; (2 emAoyec)

0.00 10.00 20.00

Email Security and Protection
2023 DLP (Data Loss Prevention) Security Solution

Cloud Security ..... 25.63% v Cyber security awareness training

Cyber security awareness training ..... 24.03% Firewall & Network Protection
Firewall & Network Protection ..... 21.05% Cloud Security

Email Security and Protection ..... 19.69% Endpoint Security
DLP 17.16% Security Operation Center (SOC)

Identity & Access management (IDaa$)
Privileged Access Management (PAM)
Threat intelligence

AP| Security & Management

Incident response

are among the lowest priorities. Web - Application Security
Should they be 2" Vulnerability management

Identity Governance
Managed Security Services

21.77
19.35
18.55
18.55
17.34
16.94
14.92

13.31

10.08

9.27

8.87

6.45

6.05

5.24

w2024

3.23

"Identity Governance & Vulnerability Management



Xk

Me TTOLlOV TPOTIO EKTTALSEVEL 1) ETALPELA TO TIPOCWTTLKO OF
Ospata Cybersecurity;

0.00 10.00 20.00 30.00

Me evnuEPWON YLa TO TTWC va avayvwpllouv pia mson

32.66

Me evowpatwon ¢ erhocoplac "Cybersecurity" otnv KOLATOLPA TNE ETAPELAC 30.65

2024

Me SOKIHAOTIKA test TToL TOLE PEPVOLV OE ETTAPN UE TNV ATTEIAN
Agv ylvetatl Kamola ekmatdevon
Me workshops armo e£wTtepIkouC sESIBIKEVPEVOUC GUVEPYATEC

Me e18ika mayvidia mov mpoopolalouy Ty EQMELpLa

2023
Me EVOwPATWON 6TV KOUATOLPA TNE ETALPELAC ... 34.32% > "Why do so many still report

Me svnpepwon ... 26.54%
Me Sokipaotika test ... 12.59%

No Training?"




New Questions

NMwg 6a prmropouos va aglomonost Tnv texvntn vonpoouvn (Al) n staipeia oag
ylal TNV EVIGYULGH TWV HETPWV AGPAAEIAC KOL TNV AVIXVELON TTIOAVWV KUBEPVO-ETMIOECEWV;

0.00 10.00 20.00 30.00
Autopatorrolnpevo threat detection, threat hunting kat real-time response

MpoBAeyn kat avayvwpton anomaly behaviors 2915

15.38
14.57

BeAtiwan Tou security governance Kat Twv MOAITIKwY acpalelag pe xprnon data analytics kat Al insights

Evioyuon tou network monitoring pe continuous/intelligent data analysis.
6.07

Evioxuon tng avtopatomoinong tou patch management

Mwg n Xpnon vPEcIWV KUBEPVOaoPAAELaG CULBAAAEL OTNV AELPOPLA LG ETALPELAG;

(EmAcETe 0Aa ooa 1oyvouv)
0.00 40.00

AUEQVEL TNV EPMIOTOOLVN TIEAATWVY KAl EMEVOLTWY, SlacpalilovTag thv mpootaocta svaiobntwy dsdopevwy (data protection) kat mMAnpoQopLwV _ 72.58
MeplopIZEL TO OIKOVOUIKO KOOTOG TTOL GLVOEETAL UE cyber-attacks,otnpllovtag TNV OIKOVOUIKN BIWOIHOTNTA TNE ETAPELAC _ 66.53
AlaoQaNTEL TN CUUHOPPWON UE VOUOBEDIEC KAl KAVOVIGHOUE (compliance), amoTPEMOVTAG VOUIKES KAl OLKOVOUIKES ETIMTTWOELS — 65.32
EVioxVEL TV ETAIPIKN QAN KAl AVTAYWVIOTIKOTNTA, KABWC ol £TAPEIEC pe bPnAa standards acpaleiag BwPOLVTAL TTIO AEIOTTIOTES KAl BIWOIHES _ 55.65
MpowBel TV KavoTopia Kat Thv Pnelaxn Petapacn, Kabwe n ac@aing LIOBETNON VEWV TEXVOAOYIWY EIVAL KPIOIUN YLa TV AEIGOPO AvATTTLEN - 45.56



k :
Conclusions

More protection, fewer impacts.

An invested market that plans to keep investing.
Right investment in prediction and response.

Gaps in loT and IGA.

Cloud risks acknowledged.

Understaffing and inadequate or lack of training.

Big expectations from Al.

Cybersecurity Solution & Services boost trust, reduce

cyber-attack costs, and ensure compliance.



thanks to™

SECURITYPRO

CYBERSECURITY & BUSINESS IT, IN-DEPTH ANALYSIS
=|L
|

e

— :%‘:2:;:”"::.:33'7‘%'

\ e AR
‘ T

MNaverotnuio MNetpalwg
Tunua Ynelakwyv Zuotnuatwyv

MN.M.Z. "MAnpo@opLakd Zuotrjpata & Yrnpeoieg"

Christos Xenakis

Professor of University of Piraeus - Head of
the Hellenic Cyber Security Team

‘HELLENIC



https://www.pylones.gr/the-state-of-cybersecurity/
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