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About Pylones Hellas:

Technology | Innovation | Resilience

27+ years of experience

in Greece & Cyprus

« Specialized in IT Infrastructure, Networking & Cybersecurity Solutions
* Focused on reliability, performance & data protection

» Trusted partner of leading global technology vendors

« Supporting organizations in their digital transformation journey



k consecutive years
The State of Cybersecurity

The survey aims to highlight emerging trends, challenges, and
protection strategies for organizations in the field of cybersecurity.




TSoC Snapshot:

Scope, Participants, & Supporters

consecutive years
The State of Cybersecurity
» Since 2020

* Vendor independent

* Understanding Cybersecurity Challenges, Trends, & Strategies
* By Professionals of Private and Public Sector

* Tech Media, and Experts Supported




Information Technology
Banking / Financial Services
Telecommunications

Other (Please specify)
Public Sector / Organization

Trade / Retail / E-commerce
Construction

Shipping

Energy

Education
Transport / Logistics

Health / Healthcare
Tourism / Hospitality / Catering / Entertainment

Software House / Development

11.29%
8.92%
8.66%

8.14%

D 7.61%
D 472%
4.46%
N 4.20%
3.41%
D 3.41%
W 3.41%
2.89%
210%

26.77%




Other

IT Consultant / Partner / Reseller
CIO

IT Administrator

CISO

IT Security

IT Network

CEO
Developer

Analyst

16.80%
12.07%
10.50%
9.19%
1.35%
6.30%

30.71%
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How has your company's IT security budget (cyber-budget)
changed over the past 12 months?

“Cyber budgets are increasing
annually across more companies,
indicating a continued need for further

growth.”




What is the timeframe of your company's investments
in cybersecurity?

¥ Invest iImmediately

¥ Invest within the next 12 months

¥ Invest within a 2—3 year timeframe

* Not scheduled any investments at this time
* | don’t know
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Which of the following technologies have you adopted ?
(Select all that apply)

Firewall & Network Protection [ 80.62%
Endpoint Security 14.77%

Email Security and Protection [ 70.77%

Cyber security awareness training [ 5415%
DDoS Protection D 52.92%
Cloud Security I 52.00%
Vulnerability management D 51.38%
Security Operation Center (SOC) D 49.85%
Web - Application Security D 45.23%
Incident response [ 41.23%
Threat intelligence D 41.23%
DLP (Data Loss Prevention) Security Solution [ 38.77%
Privileged Access Management (PAM) D 37.80%
Managed Security Services D 33.54%
Identity & Access management (IDaaS) D 31.69%

24.62%
18.77%
2.46%

APl Security & Management
ldentity Governance

Other




In which type of security or solution would you invest for better
coverage in the field of cybersecurity? (up to 2 choices)

9 Cloud Security [ 2215%
DLP (Data Loss Prevention) Security Solution [ 1815%
Security Operation Center (SOC) [ 17.85%
Cyber security awareness training [ 17.23%
Firewall & Network Protection B 14.77%

APl Security & Management D 12.92%
Identity & Access management (IDaaS) [N 11.08%

Email Security and Protection || N | N AN :'77%

Incident response 9.54% DLP (Data Loss Prevention) Security Solution 19.35%
( - - -
Privileged Access Management (PAM) _ 9.54% Cyber security awareness training || NEGN RN 13223
: : Firewall & Network Protection | NN 18.55%
E"dPO_'“t S?CU”W D 9.23% ; Cloud Security [ RN 17.34%
Threat intelligence [N 9 23% Endpoint Security | D 16.94%
Email Security and Protection [ 8.00% Security Operation Center (SOC) | D 14.92%
| itv G o Identity & Access management (IDaaS) | GG 13.31%
ce'n'tlty overnance [ 8.00% Privileged Access Management (PAM) | 10.08%
Vulnerability management [ 7.69% Threat intelligence [NNND ©.27%
. . nciaent response 459
Managed Security Services [ 523% 2025.00 g

Web - Application Security [l 6.05%
Vulnerability management || 5.24%

dentity Governance [ 4.84% 2024

Managed Security Services [ 3.23%



Does your company use Artificial Intelligence
(Al) solutions or not?

® With a limited extent.
¥ Not yet but considering it for the future.

¥ Already integrated Al solutions into core functions.

¥ Do not use such technologies.




Do you believe that investing in Al-driven solutions is
essential for your company's cybersecurity, or not?

* Not yet invested

» Already investing — critical for us
» Considering for the future

» Don’t know

~ Don’t consider Al essential for cybersecurity
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What do you consider to be the biggest challenge in adopting Al
solutions for cybersecurity?
(up to 2 choices)

Lack of appropriate expertise and skilled personnel
Risk of errors and false positives/negatives

Difficulty integrating Al into existing security processes
Need for transparency and explainability of Al decisions 24.10%
High implementation and maintenance cost 22.48%

Concerns regarding compliance and personal data protection [ 2215%

51.47%

35.18%
25.73%
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How could your company leverage Artificial Intelligence (Al) to enhance
security measures and detect potential cyberattacks?
(up to 2 choices)

Prediction and recognition of anomaly behaviors

T EER
I ©:
=
I

2025

Automated threat detection, threat hunting, and real-time response
Continuous network monitoring with intelligent data analysis
Security governance and policy improvement through Al insight
Automation of patch management

Do not believe Al is effective in these areas
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Has your company experienced any security breach in its
systems, or not?

"The decreasing in reports of cyberattacks

No breach has occurred suggests fewer companies are facing them,

The company ensures the security of its systems
‘Without consequences indicating significantly stronger defenses.
‘With consequences Or not?"

| don’t know



Which types of risks concern your company's security the most?
(up to 2 choices)

Data Exfiltration & Data Breaches D 47.46%
Phishing & Credential Theft | 36.95%
Ransomware & Business Email Compromise (BEC) [NINEGNEGEGNGEGEGEGEEED 29.83%
Exploitation of vulnerabilities (CVE Exploits) | NEGEGED 16.61%
DDoS & Botnet-driven Attacks | 15.59%
Network Cyber-attacks || NEENEGEGD 14.58% . :
APT D 12.20% Data is considered
loT Security Risks | 9.49% the primary target.

Identity-Based Attacks [EED

JAVA




What are the biggest cloud security challenges you face?
(Select all that apply)

Lack of visibility and control over cloud data
Use of unauthorized or unsecured cloud applications (Shadow IT, SaaS Security)

Difficulty detecting and responding to security incidents | NN 39.66%

Shared Responsibility & Compliance challenges [RNEGGGNNE 35 259
Lack of a unified Cloud Security Posture Management (CSPM) strategy [N 30.85%

Lack of visibility and management of cloud tools | R 29.49%

The cloud continues to
introduce new vulnerabilities!




In the event of an ongoing cyber-attack, how does your company respond?
(Select more than one option)
(

Isolation of affected systems and networks
Activation of the incident response plan and escalation to SOC / CSIRT
Forensic analysis & threat hunting

Rollback via immutable backups & air-gapped recovery | NG 38.98%
Post-incident analysis & compliance reporting || G 33.31%

Threat intelligence & external collaboration, using ISAC, CTl feeds, and cooperation with CERT / CSIRT | 20.00%
Deployment of deception technologies & honeypots | 14.58%

Other B 2.03%




How long do you estimate it would take for your company to be
fully operational after a large-scale cyber-attack?

“Increased investment in Business Continuity and
Incident Response Retainers
may lead to improved recovery times.”



Do you have a business continuity plan in the event
of a cyber-attack, or not?

® Fully developed plan

¥ |In the process of developing a business continuity plan
* Not have a business continuity plan
¥ | don’t know



How often is cybersecurity included on the agenda of
your company’s board meetings?

¥ In every meeting
¥ Rarely

* | don’t know

¥ |In some meetings

¥ Only in cases of crisis

Cybersecurity Is on the agenda,
but not consistently a board-
level priority.
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Have you conducted attack simulations to test your
readiness, or not?

Yes, we regularly conduct attack simulations (e.g., every six months / annually) 34.88

Yes, we have conducted attack simulations, but not on a regular basis 27.05

No, but we plan to do so in the future 18.86

No, we have never conducted an attack simulation 11.03

| don’t know 819




Which factors prevent your company from building a comprehensive
cybersecurity plan? (up to 2 choices)

Lack of specialized personnel and/or understaffing of the IT / information systems department 54.09%

Lack of financial resources 41.64%

Lack of employee training 2811%

14.59%
11.39%
11.03%

Lack of basic infrastructure / security systems

Company management does not consider cyber threats a significant risk

Lack of reliable partners / 3rd party cybersecurity providers




Do you consider cybersecurity to be linked to your
organization’s ESG goals, or not?

® To a large extent. Cybersecurity is a key element of our ESG strategy
» To some extent. There is a link, but it Is not a top priority
» Not consider it relevant to our ESG goals

* 1 don’t know



How does the use of cybersecurity services contribute to
a company’s sustainability? (up to 2 choices)




‘ Investment & Strategy ‘Cloud & Human Factors

« Budgets continue to grow. « Cloud environments bring new vulnerabilities.
. Cybersecurity seen as a business enabler. * Human error remains the weakest link.
‘ Al & Technology ' ESG & Resilience
Al adoption is accelerating. » Cybersecurity now aligns with ESG goals.
 Lack of skilled talent limits implementation. » Business continuity and recovery maturity improve

Threats & Defense

« Data breaches and phishing remain top threats.
» Overall incidents are decreasing.
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K The State of Cybersecurity 2025




Thank you

info@pylones.gr| +30 210 7483700

pylones
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